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Cryptocurrencies



Popular algorithm: PoW
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Proof-of-Work Mining

 They use blockchain to run without a trusted third party.

 Miners generate blocks by spending their computational power.

 If a miner generates a valid block, he earns reward for the block.

 This process is competitive.
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From “https://blockchain.info”



Can we earn the extra reward through fork?

 The change of mining difficulty 

 Validators consider the expected relative revenue per one round (10 mins) as 

their payoff.
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If a miner possesses 10% of the total 

computational power?



Can we earn the extra reward through fork?

 The change of mining difficulty 

 Validators consider the expected relative revenue per one round (10 mins) as 

their payoff.
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If a miner possesses 10% of the total 

computational power? He earns 10% of the total reward.



Poisson distribution
 The Poisson distribution expresses the probability of a given number of 

events occurring in a fixed interval of time or space if these events occur with 

a known constant rate and independently of the time since the last event.
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Pr[𝑘 events in one interval]=𝑒−𝜆
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𝑘!
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𝑘!

In the Bitcoin system, one event means a generation of one block.



The 51% Attack
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51% Attack
 Majority of hashing power has voted for transactions on longest chain. 

– It is costly to increase voting power

– Players are not motivated to cheat

 If any party controls majority of hashing power, they can:

– Undo the past

– Deny mining rewards

– Undermine the currency



Goldfinger Attack

 In the James Bond movie….

 The attacker’s goal is to destroy Bitcoin by executing the 51% attack.

 Is a realistic attack?



Selfish Mining
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Selfish Mining
Forks

– Due to the nonzero block propagation delay, nodes can have different views.

– When a fork occurs, only one block becomes valid.
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Which of two blocks 

should I choose as a main 

chain?



Selfish Mining
 Generate intentional forks adaptively.

– An attacker finds a valid block and propagates the block when another block 

is found by an honest node.

Force the honest miners into wasting victims’ computations on the stale 

public branch.



Strategy
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Analysis
 The states of the system represent the lead of the selfish pool; that is, the 

difference between the number of unpublished blocks in the pool’s private 

branch and the length of the public branch.

23



State Probabilities
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Simulation

 𝛾: An attacker’s network 

capability

 When an attacker 

possesses more than 33%

computational power, 

the attacker can always 

earn extra rewards. 



Observation
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Observation
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The selfish pool would therefore increase in size, unopposed by any 

mechanism, towards a majority.



Countermeasure
 When a miner learns of competing branches of the same length, it should 

propagate all of them, and choose which one to mine on uniformly at 

random. 
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Selfish Mining



Selfish Mining

Impractical!



Concurrent paper
 Theoretical Bitcoin Attacks with less than Half of the Computational Power
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Impractical
 The value of γ cannot be 1 because when the intentional fork occurs, the 

honest miner who generated a block will select his block, not that of the 

selfish miner.

 Honest miners can easily detect that their pool manager is a selfish mining 

attacker.

– If the manager does not propagate blocks immediately when honest miners 

generate blocks, the honest miners will know that their pool manager is an 

attacker.

– The blockchain has an abnormal shape when a selfish miner exists.



Optimal selfish mining
 Optimal selfish mining strategies in bitcoin

 Stubborn mining: Generalizing selfish mining and combining with 
an eclipse attack

…..
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